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Abstract: Asaresult of continuous technological development, repetitive manual tasks can be performed by
automated systems which are required to meet the challenges and requirements of the modern world. An ordinary lock
can be upgraded with programmable components so that it can be controlled by electrical power. This kind of lock
would also allow a higher level of flexibility when dealing with multiple users of an object. This paper proposes a
combination of electronic components and a mechanical lock controlled by an Arduino controller. There are three main
subsystems: an authentication system, an output system (locking mechanism), and an alarm system. The proposed
standard password authentication can be performed by both, physical input on a keypad or through bluetooth commu-
nication via a mobile application. The alarm subsystem allows additional safety from unauthorized access. The locking
mechanism is driven by a servo motor and can be implemented on several types of access points such as doors, drawers,
safes, and so on.
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JAU3AJH U UMIIVIEMEHTALIMJA HA ABTOMATHU3UPAH BE3BEJHOCEH CUCTEM
3A 3AKJIYYYBAIBE CO IIOBEKE ABTEHTUKAIINHU U 3AHITUTEH AJTAPM

A ncTpaxkT: Kako pe3yirar Ha MOCTOjaHHOT TEXHOJOIIKH Pa3BUTOK, IIOBTOPJIMBUTE MaHYEITHH aKTHBHOCTH
MOJXAaT JIa Ce U3BPILYBaaT cO MOMOLI HA aBTOMAaTH3UPaHU CUCTEMM KOM UMaaT 3a Liel Jla TH COBJIaJaaT MoTpedbute u
MIPEM3BULINTE Ha MOJEPHHUOT cBeT. CHcTeMOT Ha 0Om4yHa OpaBa MOXKe Zla Ce HaArpaayl cO MPOrpaMabHiIHA KOMIIO-
HEHTH ¥ Ha TOj HAUWH Taa J1a MOKe Jla ce YIpaByBa CO TIOMOINI Ha elIeKTpUYHa eHepruja. BakBara OpaBa ucto taka Ou
Omwra nmogekcnOWITHA BO ClIy4yaj] Ha TOBeKe KOPHCHHIM Ha HEKOj 00jekT. Bo 0BOj Tpyxn ce mpemiara au3ajH Ha
aBTOMaTH3MpaHa OpaBa KOj KOMOMHHpA €IeKTPOHCKH KOMIIOHEHTH M MEXaHUYKH CHCTEM 3a 3aKJIy4yBame yIpaByBaH
o ApaynHoB KoHTpousiep. Ce cOCTOM Of TPH TJIaBHU MOTCUCTEMH: aBTEHTHKAIMCKU CHCTEM, M3JIe3eH CUCTeM (MeXa-
HHM3aM 32 3aKIy4dyBame) U cUCcTeM 3a ayapM. [IpeutoxxeHara npoBepka Moxe aa Ouje u3BeieHa co HU3MUKH BHEC HA
JIO3MHKA HA TacTaTypa WIM NpeKy KoMyHukauujata ,Dbluetooth” co moGunHa ammikanuja. AJTapMHHOT CHCTEM
0BO3MOXKYBa Jio/laTHa 6€30€IHOCT 01 IPHUCTAIl Ha HEOBJIACTEHH JIMLa. MEeXaHU3MOT 3a 3aKIIydyBabe € yIpPaByBaH O
CEpBOMOTOP M MOXKE J1a ce IPUMEHHM Ha Pa3IMYHH BUAOBHU MPUCTAIIHU TOYKH, HA IPUMeEp BpaTH, QHUOKH, ce(hOBH UTH.

Kuayunu 36opoBu: aBromMaru3anuja; 6e30e1HOCHO 3aKIyqyBabe; alapM; AU3ajH; ApIyHHOB KOHTPOJIEP

1. INTRODUCTION

User authentication is a useful tool for ensur-
ing limited access to a device by verifying the user’s
identity. Only the user(s) that know the password
can enter the access point. The motivation behind
this idea comes from the necessity of an automated

lock system that allows the privacy of user authen-
tication within a physical domain. It enables easier
control of the desired access point (door), without
the concern of where someone has left their keys.
There are diverse designs that allow automatic door
authentication and access. I. Yugashini et al. [1]
proposed a complex algorithm of face recognition
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using a magnetic door. If the user were to be recog-
nized, the controller would send a signal to unlock
the door. The system incorporates a GSM (Global
System for Mobile communication) modem that
sends a message to the host if the face of the person
trying to enter has not been recognized. The system
ranges from home appliances to large-scale installa-
tions. Its drawback is the rare use of GSM applica-
tions and the cost of the algorithm. O. Doh and I. Ha
[2] proposed a digital lock system controlled by a
Raspberry Pi computer. The validation of the user
can be achieved through a standard password, blue-
tooth communication or facial recognition. If an in-
truder tries to open the door with an impact, the sys-
tem can detect it, take a picture of the intruder, and
send it to the server through wireless communica-
tion. The computer serving as a controller is much
more powerful, but also less cost-effective. P. Bhu-
shan et al. [3] proposed a complex door lock system
that incorporates a server installed on the door. Au-
thentication is done by combining RFID (Radio Fre-
guency ldentification) and biometrics. The server
controls the digital lock and communicates with the
smartphone. Its downside is using a whole server
just to control a door which is not effective. S. Gos-
wami et al. [4] proposed a door lock system con-
trolled by an “8051 controller”. In this paper, the
proposed system is powered by AC (alternating cur-
rent) voltage. The authentication is performed by in-
putting a password through a 7-segment display. T.
H. Thoung and Dr. Z. Ma Ma Myo [5] proposed a
system that is implemented on university entry
counters. A PIR (passive infrared) sensor detects a
person’s motion and opens the entry with the use of
a stepper motor. This paper, however, does not fo-
cus on safety and authentication. A more elegant
and more complex approach was proposed by T.
Adiono et al. [6], whose paper revolves around the
idea of smart home application. The main controller
is a Raspberry Pi computer, where the validation of
the user is performed over a smart application that
connects to the controller through cloud storage. It
is GPS (Global Positioning System) based, meaning
that the phone sends its coordinates to the user. The
lock serves as an on/off solenoid switch that re-
ceives a signal from another controller through the
main host. This kind of system has two controllers
and GPS is rarely used for safety lock applications.
H.-S. Lee and L.-C. Hsieh [7] proposed a design of
a mechanism for car-door opening. The actuator for
this design is a DC (direct current) motor. Its motion
is converted to linear with a worm gear, which then
transfers its output motion to a screw pair. This en-
ables linear motion of the screw slider, which

matches the kinematic requirement of a car-door.
This paper does not focus on the control of the mo-
tion, but rather on the motion itself. Downs et al. [8]
designed a residential door opener that enables mo-
tion with a wire and set of pulleys. Their concept
also includes detailed technical documentation and
dynamic analysis as proof of concept. The motion is
performed by a motor which is controlled by an Ar-
duino controller. This paper focuses on the motion
of the mechanism, rather than the safety of the ob-
ject.

A review of relevant literature shows that dis-
tinct types of systems have their own deficiencies,
which mainly revolve around complexity and cost-
effectiveness. This paper, which is a part of a bach-
elor’s degree thesis, proposes a design of an auto-
mated safety lock with an equivalent safety level
while keeping low costs and simplicity.

2. METHODOLOGY

Developing a safety system that is reliable and
grants a high-security level, which is low-cost and
effective, is the aim of this paper. Such a system re-
quires automatic actuation and control, as well as
real-time information sharing. In this regard, low-
budget equipment has been chosen for the prototype
of this system. In the proposed system, the required
manual task for unlocking a mechanical lock is sub-
stituted with an electrical signal from an Arduino
controller. Figure 1 shows a block diagram of the
overall system architecture and its levels of commu-
nication. The locking mechanism will be presented
more specifically in the next section. The user could
cross the access point over two different and inde-
pendent ways of authentication. The first authenti-
cation is standard, by inputting a previously memo-
rized password. The user could enter the password
on a keypad, and once the password is confirmed by
the controller, the access point would automatically
unlock. The system has indicators of the state of the
access point. There would be two indicators, one
showing the locked state and the other one showing
the unlocked state.

The second authentication can be achieved via
Bluetooth communication. The proposed system in-
corporates wireless access which can be achieved
by a smartphone application through another previ-
ously memorized password. When the password is
confirmed and the connection is established, a sim-
ple command on the smartphone would unlock the
access point.
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Fig. 1. Integrated architecture of the proposed system
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The alarm subsystem works only when the ac-
cess point is locked. Alarm sensing would be placed
on every possible place that could be a subject of a
violent and unauthorized break-in. The sensing is
performed with a thin ultrasound layer from the top
to the bottom of the access point, constantly meas-
uring the distance. If an intruder were to pass, the
detected distance would change. Then, a sound re-
action would automatically be triggered. The alarm
subsystem can be turned off by a command on the
application or by typing the correct password on the
keypad. The proposed architecture also includes an-
other capability (button) found on the inside of the
access point. This button allows (un)locking of the
access point and could only be performed from the
inside of the object.

Figure 2 shows a block diagram of the Blue-
tooth communication part of the authentication sub-
system. As long as the connection is established,
each command performs an adequate operation.

I User H Messages

Bluetooth
Terminal

‘ Lock I } Unknown ‘ ’ Alarm ON | I Alarm OFF

Fig. 2. Architecture of the subsystem for wireless
communication
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3. DESIGN OF THE SYSTEM
a) System architecture

The chosen components and their features are
shown in Table 1. The system consists of eight com-
ponents:

o Arduino which controls the system,
e diodes that show the state of the lock,
e an actuator that enables lock control,

e a button that allows control of the lock from
the inside,

¢ a Bluetooth module that is used for wireless
communication,

¢ an alarm subsystem that consists of an ultra-
sonic distance sensor and a buzzer; multiple
sensors could be used to cover all possible en-
try points,

¢ a buzzer that generates a high-frequency sound
in case the sensor detects an intruder.

Table 1

Electrical components and their features

Component Specification Function

Diodes Red and green Shows state

Button 3 terminals Inside-control
Keypad HC-543 4x4
Motor SG90 Servo

Controller Arduino MEGA 2560 Controls the system

Authentication

Mechanism control

Bluetooth Authentication and

; HC-05 module
device control
Alarm HC-SR04 ultrasonic .
. Intruder detection
sensor distance sensor

Buzzer Active 5v digital Alarming

b) Design of the mechanism

The proposed mechanism is controlled by a
SG-90 model servo-motor. The most suitable type
of mechanism is the slider-crank mechanism. The
functional part of the lock is designed to be of a cyl-
inder type. The whole mechanism is assembled in a
box that can be mounted on or inserted into the ac-
cess point. The internal view of the assembly is
shown in Figure 3 and the length and legend of the
mechanical components is given in Table 2.
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Fig. 3. Internal view of the designed mechanism

Table 2
Mechanical components and their length

Component Length (mm)  Legend
Crank 26 1
Connecting rod 36 2
Slider 75 3

4. ANALYSIS OF THE SYSTEM

a) Kinematic analysis

The kinematic analysis is performed to verify
the reliability of the proposed model. Figure 4
shows the kinematic diagram of the proposed
model.

Fig. 4. Schematic diagram of the mechanism

A Simulink model is built using the schematic
diagram of a crank mechanism with one degree of
freedom. Kinematic analysis of the mechanism is
performed using Simulink and the obtained results
are shown in Figure 5 which shows the position
change of the locking cylinder with one degree of
movement freedom.

Fig. 5. Change of position of the slider

Within Figure 6 the relative change of position
of the cylinder slider shown on the y-axis is approx-
imately 21 mm (p = 21 mm). The total time for
which the simulation takes place is shown on the x-
axis and itis 0.075 s. These results have been achiev-
ed for a change of angular position of the motor
shaft of 45° (0. =45 ).

154,092
. 141,251
_ 128,410
_ 115,569
_ 102,728
LT
| TT046
| 64205
| 51,364

_ 38523

25,682
l 12,841
0000

Fig. 6. FEA analysis results

b) Dynamic analysis

After the combination of design and kinematic
analysis, a dynamic analysis is essential to check the
stress strength of the mechanism. Consider a case
when an intruder is trying to open the door by force.
To check if this is possible, FEA (finite element
analysis) using the SolidWorks Simulation module
is performed. The break-in force is an input to the
analysis, while the highest stress value is an output
and a result of the simulation. The input force is ob-
tained according to the fastest recorded acceleration
generated by a human being [9, 10]. The obtained
result is:

azlosﬂz. @

This would be a theoretical case because a per-
son cannot achieve this acceleration when hitting a
door with the whole body. A person with a mass
equal to 100 kg would generate a force of:

F =ma=1000N. )

The results from the analysis are shown in
Figure 6. From the analysis, the highest stress value
using the Von Mises principle for calculation is 154
MPa. The stressed part would be designed of a low-
carbon structural steel (S185). The value of the
maximum stress allowed for the used material for
the mechanism is 185 MPa.

The safety factor can be calculated as a propor-
tion of the maximum stress value allowed and the
highest stress value of the analysis. For this analysis,
it has a value of:
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s="2x~12. (3)

oob

Since S > 1, the mechanism can withstand the
projected impact force, hence the dynamic analysis
is successful and completed.

5. EXPERIMENTAL RESULTS
AND DISCUSSION

The experimental results are defined by 4
cases:

1. Correct keypad password.

2. Incorrect keypad password.

3. Wireless unlocking and alarm commands.
4. Illegal break-in.

Figure 7 shows the experimental setup of the
designed safety lock system. The mechanism is
locked by default, and the red diode is turned on.

PROTOTYPE OF THE

MECHANISM 7
Fa=t |

Y ] J
Fig. 7. Experimental model of the safety lock system

In the first case, the user enters the password
from the keypad. When the password is confirmed,
the mechanism unlocks, while the green light turns
on. The user can enter the access point, and then
simply press the button from the inside to lock the
mechanism.

For the second case, if the password is incor-
rect, the red-light blinks and the buzzer beeps three
times as a warning. The password automatically re-
sets.
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The third case is represented by pressing the
commands on the phone app. Previously, a connec-
tion must be established via Bluetooth, which also
requires a password. The mechanism is controlled
by pressing the commands “OPEN” and “CLOSE”.
There are also commands for the alarm control.

In the fourth case, the experiment included a
purposeful unauthorized break-in. When the sensor
detects intrusion, the response is automatically trig-
gered. The alarm can be turned off in two ways: By
inputting the correct password through the keypad,
or by pressing the command “AL OFF” on the in-
terface of the phone application, as can be seen in
Figure 8.

Bluetooth Terminal HC-05
Connected to HC-05

ASCll ¢

CORRECT PASSWORD - DOOR OPEN
BUTTON PRESSED - DOOR CLOSED
BUTTON PRESSED - DOOR OPEN

*

KEY ** PRESSED - DOOR CLOSED
SENSOR ALARM ON

ALARM OFF
DOOR OPEN VIA BLUETOOTH
DOOR CLOSED VIA BLUETOOTH
SENSOR ALARM ON
ALARM OFF
0
ascie 3

Enter ASCI| Command

Send ASCII
m CLOSE | ALON | AL OFF

Fig. 8. Display of the smartphone application interface
over bluetooth connection

In Figure 8, the display of the interface of the
application is shown with multiple experiments and
their corresponding messages.
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6. CONCLUSION

In this paper, an automated safety lock system
with multiple authentications and alarm protection
has been designed. Its purpose is to improve the us-
ability and security of an everyday repetitive man-
ual task. The techniques used for its design are
standard and cost-effective, so it can easily be com-
mercialized.

The proposed system has all the features that
the established solutions on the market do. The
combination of the lock with the alarm is considered
a great advantage since most of the existing solu-
tions come independently of each other. Its down-
side is the inability to check whether someone has
tried to hack the passwords. To improve it, a server
that can save the messages from the module has to
be added. The server would also have to be able to
resend the messages to the host. Future efforts can
improve safety while keeping the effectiveness and
usability.
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